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How did clinical trials escape from the 
computer age?

• Was the problem FDA’s regulations on record keeping  
• Was it industry’s nervousness to try anything new?
• Was it informed consent regulations? 
• Was it FDA inspection requirements?

It was clear that FDA had to do something
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Learning objectives
The purpose of this short lecture is to tell you what progress has 
been made to move us into the modern age. I will cover the 
following. 

• Electronic case report forms and EDC
• Electronic informed consent
• Electronic health records
• Digital Health Technologies (DHTs)

I will not be covering electronic data submissions to FDA- that 
should be discussed at each of the center breakouts
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Part 11

• In 1997 a small set of regulations was published, called “part 11” explaining how to 
use electronic records and signatures instead of paper 
– Electronic records that meet the requirements of this part may be used in lieu of 

paper records, in accordance with 11.2, unless paper records are specifically 
required.

• They described an outdated model of open and closed electronic systems, and they 
described the necessary attributes of electronic records and signatures which would 
be required in order for companies to use electronic platforms.

• They included things like validation of electronic systems, the ability to generate 
complete accurate copies of records, the need for audit trails, access controls, training 
of users. 

• Within these regulations, we had enough regulatory support for us to move trials to 
electronic platforms.



• Our first effort was to write a 
guidance on electronic source 
data

• The guidance says that no 
paper records may be 
necessary if you have an 
acceptable electronic system
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• In the guidance we suggest that the electronic case report form 
acts as the ‘trial machine’ used to assemble all trial data

• Data can enter the eCRF from many different sources: 
investigators, study staff, clinical labs, patient reports, imaging 
facilities, bar code readers, electronic health record systems etc.

• Each data element entering the system needs to be tagged 
– a data originator (the person or machine entering the data)  
– the date and time 
– a patient identifier
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• We distinguish between original data and transcribed 
data e.g.,
– If a data originator measures a blood pressure, or reports 

abdominal tenderness or the presence of a rash, the 
electronic data entry into the electronic case report form is 
all that is needed

– If  a data originator transcribes a finding from a radiology 
report or a lab report, the original record must be kept
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• The systems needs an audit trail so that any changes to the data 
can be tracked

• Clinical investigators should review and sign off on the data 
electronically before it is submitted to FDA 

• The data should be saved in a way that the investigator has 
control of the record and outside parties can’t meddle with it
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• Once the electronic platform for clinical trial data is in 
operation it becomes possible to integrate all sorts of 
electronic information in creative ways…. 
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Electronic informed consent
• The first opportunity that interested us was electronic 

informed consent
• Regulations on informed consent appear in 21CFR 50. They 

describe the required content of the informed consent and 
the necessary documentation: 

– (a) Except as provided in 56.109(c), informed consent shall be documented by the use of 
a written consent form approved by the IRB and signed and dated by the subject or the 
subject's legally authorized representative at the time of consent. A copy shall be given 
to the person signing the form.

• Traditional informed consent involves long documents that 
are sometimes meaningless to patients. Why can’t we show 
videos and interact electronically with patients?
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The opportunities for electronic informed consent are 
obvious

– Better patient comprehension
– Prompt documentation
– The opportunity for patients to review informed consent 

programs and sign consent at home with no duress
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but there are challenges
– We have to keep to the regulations which describe the 

required content of the informed consent form (21CFR 
50.25)

– Opportunities for patients to ask questions 
– We have to provide patients with an adequate electronic  

equivalent of a copy of the informed consent
– The materials have to satisfy IRBs and FDA inspectors
– It is possible for patients to sign these at home but we 

need to make sure that we  know the study subject is the 
one who signs the document
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Electronic health records
• Another area of increasing interest is the use of electronic health 

records in clinical research.
• Today, clinical investigators and clinical caregivers generally use 

different systems to record their findings
• Integrating research and care is an important public health goal: both 

care givers and investigators should know what happens to their 
patients

• Integrated systems can avoid duplication of data entry (e.g. 
demographics, concomitant meds, comorbidities)

• EHRs are an important resource for identifying and recruiting patients 
for studies

• So why are EHRs not part of the clinical research 
infrastructure?
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Progress in ensuring reliability of EHR data

• In the US, EHRs are meant to comply with “meaningful 
use” standards laid out by  the office of the national 
coordinator.

• These standards mirror our part 11 requirements
• Effectively certified EHRs can be used in the US for 

clinical research and we have stated that part 11 
requirements will not be enforced in this environment
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• The challenge is how to deal with EHR systems that 
we know nothing about, for example in many 
overseas sites

• Quality criteria will need to be developed by 
sponsors using those systems to ensure data 
integrity, attributability and reliability

• EHRs records used in clinical trials need to accessible 
for FDA inspections 
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Digital health technologies-
Think of the opportunities
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What are DHTs?
• All sorts of small or mobile platforms that 

support clinical measurements and clinical data 
acquisition
– Wearable sensors, ingestible sensors, invisible 

sensors (environmental), portable devices
• Biosensors (glucose monitors, accelerometers, wearable 

cardiac monitors, pulse oximeters)
• Electronic platforms- smart phones, tablets and the apps 

they support
• Cameras and videorecorders
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Mobile devices offer many potential advantages
– Patients can be monitored from the comfort of their homes
– Reliable objective measurements can be made
– Measurements can be made at any time of the day- not just during an 

office visit
– Video communications may be used in research just as they are for 

telemedicine
– From a regulatory perspective, medical devices that are not used to 

affect patient care do not require FDA approval
Challenges 

– When such devices are used for research it will obviously be critical to 
standardize the reliability, attributability, accuracy and precision of 
measurements
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Regulatory points
• Digital health technologies do not necessarily have to be cleared by CDRH

• CDER’s Drug Development Tool Qualification Program and CDRH’s Medical 
Device Development Tool Qualification Programs: 
– DHTs may be used in different clinical investigations where the conditions 

of use are the same. Procedures for submitting DHTs to these programs 
are available on FDA’s website.

• DHTs to be used in specific drug-development programs should be 
discussed early with review divisions

• CDER’s Drug Development Tools Qualification Program :https://www.fda.gov/Drugs/DevelopmentApprovalProcess/DrugDevelopmentToolsQualificationProgram/default.htm.
• CDRH’s Medical Device Development Tools Qualification Progra:

https://www.fda.gov/MedicalDevices/ScienceandResearch/MedicalDeviceDevelopmentToolsMDDT/.
• Drug Development Tool Submissions Process available at https://www.fda.gov/drugs/drug-development-tool-qualification-programs/drug-development-tool-submissions-process.
• How to Participate in the MDDT Program available at https://www.fda.gov/medical-devices/science-and-research-medical-devices/medical-device-development-tools-

mddt#How_to_Participate_in_the_MDDT_Program.
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What do we need to know?
• Verification studies- usually bench testing to define 

performance specifications
• Validation studies- to confirm that the DHT 

measures the physiological characteristic or event 
accurately and precisely (e.g. steps, sleep, 
arrhythmia, tremor)

• Justification of endpoints-evidence to support the 
timing and nature of the endpoint as a clinically  
meaningful measurement of drug/device effect
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Endpoints in registrational trials 2007-2015

Type of endpoint NDAs  
N=280

Examples of endpoints measured

Chemistry 25% HBA1c, pregnancy test, GFR
Hematology Severe neutropenia

Apheresis yield > 5 million CD34+ cells/kg

Pathology Increase/decrease of parabasal cells; biopsy proven acute rejection, clearing of anterior chamber cells

Microbiology Sustained virological response, plasma viral load, conversion to negative sputum

Imaging +/- (survival, clinical 
signs)

17% Bone mineral density; vertebral fractures, spleen volume, progression free survival

Physiological/ functional 
measurement

9% 6 minute walk, normal sinus rhythm, FEV1, sleep studies

Clinical event /clinical sign 19% Death, hospitalization, MACE, MS relapse, Lice free head

CRO/PRO 30% Toronto western spasmodic torticollis rating scale, Hamilton depression rating scale, Rheumatology scale 
ankylosing spondylitis scale, psoriasis severity index, seizures, sleep, prostate symptom score

Biomarker

Clinical 
endpoint
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The big picture: more work to be done

• Part 11 regs are old. They were written before we had google.
• Things have changed
• Many electronic systems are used by sponsors that belong to other 

parties
• Some electronic services are contracted out.
• Sponsors typically use electronic service vendors to process, store 

and analyze data e.g. toolkits, cloud services
• Some electronic systems are so broadly adopted, e.g. word 

processing, electronic imaging, making copies that we’ve almost 
forgotten how to use paper
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This is just the beginning

• My prediction is that clinical trials in 10 years’ time will 
be hard for us to recognize

• Increasingly they will occur at patient homes or at their 
private doctors. Patients may potentially wear their 
sensor devices, flash pictures of their lesions from their 
cellphones, submit patient reported outcomes on their 
tablet computers, perhaps even receive their study 
drugs by drone
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Summary

– Discuss existing regulatory framework for using 
electronic systems

– Discuss the opportunities and challenges using 
electronic technologies to modernize clinical trials 
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Questions
• Does an apple watch need to be approved by 

CDRH before using it to measure patient 
activity?

• Can informed consent be signed by subjects at 
home?
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